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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org
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Blockchain
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It all started whena bunch of-anarco-capitalistscembraced:the idearto
have a currency not issued by a state
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Bitcoin
Pure peer-to-peer digital cash that does not need third party
authority and anyone can use it
Introduced in 2009 by Satoshi Nakamoto it has presently 6
billion dollar capitalization
All transactions are kept in a shared, single but replicated and
distributed bookkeeping source (ledger)
Every participant (node) has aledger replica
Nodes synchronize the ledger periodically by verifying and
approving blocks of transactions
Coins are protected by cryptographic keys and only the owner
of the private key can spend the coin
The validity of ablock is established by the next block
attaching to it with a cryptographic sealing
The block chain isthe chronological list of all blocks of
transactions from the genesis block
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Blockchain
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Blockchain isa Distributed L edger
Every node in the network has a copy of the blockchain which records
all transactions up to the point when the first coin was mined
Transactions are publically announced anyone to verify the authenticity

of the data
To avoid double spending, the earliest transaction is the one that counts

Participants must agree on the order of the transactions
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Blockchain verification system and agreement
Participants must agree on the ‘true’ content of the blockchain

Thisisan exampleof  the byzantine generals problem...

~ X

— -

... Which was proved unsolvable in 1975 & a. Akkoyuniu, K. Ekanadham, and R. V.
Huber)

In Bitcoin the problem is solved by majority vote
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Majority consensus
Truth iswhat majority believesistrue

One CPU onevote

An expensive task Isrequired to users to validate
and seal ablock. The user that first solve the
proof of work is compensated with bitcoin (25)

The proof of work requires the hash, generated from the current block
content, to be smaller than a certain number, thisrequires alot of trials
with different nonce before getting by chance avalid hasn

Previous block hash,
Time stamp,
Version,
Nonce,
Transactions

Hash value:
>l Number of fixed length
(256-bit)
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The cost of the proof of work
Bitcoin proof of work iscomputationally very costly it makes too
costly to try to alter the transaction history

Globally over one billion of billion hashes per second are gener ated
for the proof of work

15 «108 Hash rate GH/s

Energy consumption
~1 W/GH
corresponding to
I ~1 GW
consumed by the network every second

10

Billion of Hashes per second

Presently bitcoin network costs ~$7 per
transaction (paid by the miners, the users
pay indirectly if they buy and hold Bitcoins) | | | | | |
(aver age tl’ansactl On VOI un‘E $500) 20009 2010 2011 2012 2013 2014 2015 2016 2017

Even if the network is holding ~10 billion dollar capitalization it
still costs around 10% per year to keep this capital secure
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Too costly to attack
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block transactions value ~ $1M

chain required length for
confirmation =7

double spending copy

Cost = (proof of work cost) * (chain required length)

Profit = (block value)-(proof of work cost) * (chain required length)

Profitable if:

(proof of work cost) < (block value)/(chain required length)

Breakeven point:

about $100,000
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Thetrust machine

The proof of work isthe mechanism that produce a blockchain
which is verified independently by alarge number of participants
(miners) that in exchange get a remuneration (25 bitcoins presently
~ $14,000)

Thisis aso the mechanism that creates
new coins

The blockchain generates trust because
the values exchanged are verified by a
large community and the verified
recorded history of fair play produces
reputation

Unknown, anonymous and
untrustworthy parties (even machines)
can exchange value
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What isthe technological innovation?
Theledger?
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The dlstrlbuted Iedger’?
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Theunalterable ledger?

The blockchain?
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The ‘Merkle Tree', atree of blocks cryptographically
connected, was proposed by Ralph Merklein 1979.
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Then Leslie Lamport developed the hash chain in 1981.
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Blockchain technology origins

Hash treefor digital signature - Merkle tree (Ralph Merkle, 1979)

Hash chain for securelogin (Leslie Lamport 1981)

e-Cash, first crypto currency, electronic cash for payments (David Chaum 1991)
Hash chain for Unix login application with one-time passwords (Neil Haller 1994)
Electronic paymentswith a hash chain (Thorben Petterson 1995)

n-Count a hash chain for electronic cash (Chris Stanform & Eduard de Jong 1995)
ayWord a hash chain for electronic payments (Ron Rivest & Adi Shamir 1995)
Hashcash — proof of work (Adam Back 1997)

Bitcoin (Satoshi Nakamoto 2008)

http://networkcultures.org/moneylab/2015/12/15/eduard-de-j ong-a-short-hi story-of -the-blockchain/
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Bitcoin itself istheinnqvation pf Bithin
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Great Expectations

What can actually blockchain can do ?

“While the Bitcoin hype cycle has gone quit,
Silicon Valley and Wall Street are betting that the
underlying technology behind it, the Blockchain,

can change...
...wdll everything’

Goldman Sachs
(December 2015)
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Great Expectations

logy behind bitcoj
the economy Worksmd bitcoin could transform h
ow

THE WALL STREEL JOURNAL

Blockchain technology could eiiminate that clearinghouse by giving each bank inthe
network its own copy of the ledger. A common network protocol and consensus mechanism
would alow the participants to communicate with one another. Using this method,
transactions could be approved automatically in seconds or MINULES, significantly cutting

costs and boosting efficiency.
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Great Expectations

The Fmtech Tlm””“'”“

chfimes.com An independent business newspaper
We need to talk Reinventing FIntech Industry Can digital lendig be
bout Bitc m Y Outlook trusted?

Blockchain,

save usl!

(p- 3-5)
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Bitcoin 2.0
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71-60-970¢ - 80-50-910¢
S0-C1-6T0¢ - 6C-T1-510¢
L€-90-470¢ - T¢-90-510¢
LT-10-ST0¢ - TT-10-510¢
60-80-#10¢ - €0-80-¥10¢
10-€0-410¢ - E¢-C0-10¢
10-60-€10C - 5T-60-€10¢
€1-40-€10¢ - L0-#0-€10¢
¢0-T1-C10¢ - 8¢-01-¢10¢
9¢-90-C10¢ - 02-50-C10¢
L1-01-110C - TI-C1-T10¢
60-£0-T10¢ - €0-L0-TT0¢
6C-10-110¢ - €C-10-T10¢
1¢-80-010¢ - ST-80-010¢
€1-€0-010¢ - L0-E0-010¢
£0-01-600¢ - LT-60-600¢
SC-90-600¢ - 61-70-600¢
S1-T1-800¢ - 60-T1-800¢
£0-90-800¢ - 10-90-800¢
6C-(1-L00¢ - €C-CT-L00¢
1¢-£0-L00¢ - 5T-£0-L00¢
07-¢0-L00¢ - %0-C0-L00¢
(0-60-900¢ - L¢-30-900¢
S-€0-900¢ - 61-€0-900¢
91-01-500¢ - 60-01-500¢
£0-50-500¢ - 10-50-500¢
LCTT-400 - TC-T1-900¢
61-90-%00¢ - €1-90-700¢
01-10-#00¢ - #0-10-%00¢
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Blockchain

Global distributed ledger open to anyone

Value (money, titles, deeds, intellectual property, votes...) can be moved
and stored securely and privately between un-trustworthy parties

Security is provided by public verification (transparency) and by the
unalterable record

Decentralized reputation systems controlled by the users can become
Instruments to build new businesses, digital identity associated with
reputation can be created

Public access makes compliance with regulations automatically
verifiable by anyone (algorithmic regulation)

Machines can operate following smart contracts without need of
human supervision generating autonomous organi zations

Personal data can be stored, shared and analyzed without being fully
revealed with users keeping control
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Smart contracts

Computer codes on the blockchain can verify and enforce the terms of
a contract between two parties

Transactions can be agreed on conditional basis

L imitations on transactions can be imposed

Regulators can enforce rules by using smart contracts
Verification and compliance can be automatically implemented
Risk can be reduced

Combinations of protocols, smart contracts and rules can produce
decentralized autonomous or ganization (DAQO) that can
autonomously operate over the blockchain
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Public — Permissioned — Private Blockchains

Source Financial Times 01/11/2015
http://on.ft.com/1k4hrhu
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Blockchain YES/ Bitcoin NO ?

Government
Office for Science

Distributed Ledger Technology:
beyond block chain

A report by the UK Government Chief Scientific Adviser
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Blockchain: industry impact

|nternet of things: Things, humans, money, information and rules can al bein the
blockchain that will serve as public ledger for many devices, which would be able to
communicate and operate with one another autonomously

Banking: anindustry that store and transfer value as blockchain does

Payments: bitcoin has proven the potential of blockchain for money transfer and payments,
blockchain can allow unbanked poor to access micro-financial services, changing the world.
Smart contracts can condition payments to underlying agreements.

Cyber security: blockchain has proved to be a secure system to transfer value over the

I nternet

Intellectual property & copyright: blockchain is tracking records form source, open and
low cost access allow anyone to have a unique unchangeabl e proof of existence of agiven
record at a given time and creators can be directly paid by the users without intermediries
Voting: votes posted into the blockchain cannot be altered or deleted by anyone including the
system managers

Contracts & Law: with blockchain smart contracts can be fulfilled automatically, without
human intervention.

Taxation: taxes can be applied at the point of sale and then shared across the entire supply
chan

Car leasing and sales: driver information, car information and insurance and be matched

over the blockchain
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Blockchain: limitations

Light travels fast... but pehaps not that fast enough for afully distributed
system that reaches consensu by majority verification....

5560KmM

....18.5ms
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Blockchain: risks

Recent history has shown that all technological
Innovations that started with egalitarian/distributed

ethos ended up in high concentration

Thisis happening aready in bitcoin with large
concentration of mining activity

Can we prevent this to happen?
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Blockchain: governance
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Thank You
http://blockchain.cs.ucl.ac.uk/



